
Verizon’s 2018 Data 
Breach Investigations 
Report, which comprises 
more than 53,000 
real-world incidents 
during the year, shows 
hotels are a consistent 
target of point-of-sales 
attacks.
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73%

breaches 
originated 
outside of 
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28%

attacks 
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someone 
inside the 
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50%

attacks 
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organized 
criminal 
groups

12%
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actors
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error
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any given 
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malware 
cases 

involved 
ransomware

ALL STUDY AREAS COMBINED

The hotel industry is “over 100 
times more likely than the 

median industry” in the study’s 
data set “to have a POS 

controller targeted.”

HOTEL
INDUSTRY

The hotel industry reported 368 incidents, including 338 actual breaches

99%

involved 
external 
actors

90%

involved 
point-of-

sale 
intrusions

99%

attackers 
were 

financially 
motivated
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focused on 
payment 

information

5%
focused on personal 

information

2%
focused on credentials

93%

incidents 
involved 
hacking

91%

incidents 
included 
malware

2,216 
confirmed data breaches 65 

countries

53,308 
security incidents

76%
breaches were 

finanically 
motivated

87% 
attacks took only
minutes or less, to

compromise a system

68% 
breaches took 

months or longer 
to detect

WORDS 
TO KNOW

Security Incident
An attack that compromised 

“the integrity, confidentiality or 
availability of an information 

asset.”

Breach
A security incident resulting in 

the confirmed (not just 
potential) disclosure of data to 

an unauthorized party.


